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LoRaWAN™ Network Structure



LoRaWAN™ Network Security

LoRaWAN™ works with two 
symmetrical key types for 
comunication security, these are 
unique for each LoRa device. 
The NwkSkey is used in order to 
ensure message integrity from the 
device to the Network server.

L’AppSkey is used for AES-128 end-to-
end encryption from the device to the 
Application Server.



LoraWAN implementation for Waste Management

• Applicability:
• Alerts comunication
• Status comunication

• Potential applications:
• GPS and tag reading
• Massive transfer events sending
• Configurations sending  to sensors/bin caps

• Not applicable for:
• Bin caps black list sending
• Sensor firmware update (OTA)
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POC Architecture – Sending data either do IBM Bluemix or to SAP HANA 
Database

LORA Nodes
Motes with RFID

LORA 
Concentrator
Gateways

Network
Adapter

SAP HANA DB on Cloud or
Gateway Server on Premise

MQTT, HTTP

MQTT, HTTP

IBM IOT Bluemix

HTML5 Application

HTML5 Application

Network 
ServerRFID

sensors

3 – 10 km

3 – 10 km

3 – 10 km



Proof Of Concept

• LoRaWAN™
• POC Architecture
• LoRa-RFID Devices
• The Things Network
• Web Service SAP oDATA
• Node-Red sketch
• SAP backend data reception
• IBM IoT integration



RFID sensors used for the POC 

TAG RFID

RFID reader
RC522

Lora Shield with
SX1278 868Mhz 
module

Arduino UNO
Basic module

LORA-RFID final reader
(Mote)



LORA + RFID control firmware

https://github.com/landsat7/LORA_RFID/blob/master/RFID_reader_LORA_final.ino

The control firmware works with these libraries:
- RFID reader library
- LMIC radiofrequency library
- Serial port SPI control library

The following parameters are manually set in the 
firmware (Activation by Personalization, i.e. ABP):

• NWKSKEY[16] = server key 
• APPSKEY[16]  = application key
• DEVADDR[8]  = device ID

These keys are used in order to send the message to 
the Network Server by LORA Gateway, which is at 
long distance from the device and is connected to the 
network (internet).



Gateway type 1: LORA with DRAGINO LG01

We used a DRAGINO LG01 
Gateway that allows to:
• receive radiofrequency signlals 

from the sensors 
• send them over the internet by 

a Wireless or RJ45 connection 
near the Gateway   . 

An ATMega328P processor is 
integrated in the Gateway, a 
SinglePacketForward firmaware is 
installed on this processor by a 
connection with Arduino Software. 



Gateway type 2: LORA with Rasberry Pi model 3B and RFM95W transceiver

We used a Rasberry Pi Model 3B connected to a SX1278 
SX1276 Lora Wireless Transceiver, 100mW RFM95W

Download the Single Packet Channel Forward software 
from the following website: 
https://github.com/tftelkamp/single_chan_pkt_fwd
Then install the software using the «make» function
and run it on the RaspBerry PI as follows.



Gateway type 3: LORA with Wemos D1 and RFM95W transceiver

We used a Wemos D1 connected to D1 RFM shield (that includes
SX1276 Lora Wireless Transceiver, 100mW RFM95W).

Download the Single Packet Channel Forward software from the 
following website: https://diycon.nl/archives/1911

ESP-1ch-Gateway
-v5.0-master



Gateway LORA with Rasberry Pi model 3B and RFM95W 
transceiver – connection details

Rpi pin Rpi descr. RFM95W
1 3.3 V 3.3 V

6 GND GND

7 GPIO4 DI00

11 GPIO17 RESET

19 GPIO10 MOSI

21 GPIO09 MISO

22 GPIO25 NSS

23 GPIO11 SCK

ANA (antenna 8,6cm)

GND (antenna 8,6cm)
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The Things Network Manifest



Signal reception on TheThingsNetwork

The LORA Gateway could be logged 
on TTN and it is shown on the map.

Data traffic addressed by the 
Gateway to every visible sensor is 
shown on TTN. 

Each Device Address 
could be logged on TTN 
so that we can receive 
data traffic when data 
are sent to the nearby 
Gateway.



TTN payload decoding function for GPS node and RFID node

function Decoder(bytes, port) {
// Decode an uplink message from a buffer
// (array) of bytes to an object of fields.
var decoded = {};
// if (port === 1) decoded.led = bytes[0];
decoded.latitude = ((bytes[0]<<16)>>>0) + ((bytes[1]<<8)>>>0) + bytes[2];
decoded.latitude = (decoded.latitude / 16777215.0 * 180) - 90;
decoded.longitude = ((bytes[3]<<16)>>>0) + ((bytes[4]<<8)>>>0) + bytes[5];
decoded.longitude = (decoded.longitude / 16777215.0 * 360) - 180;
var altValue = ((bytes[6]<<8)>>>0) + bytes[7];
var sign = bytes[6] & (1 << 7);
if(sign)
{

decoded.altitude = 0xFFFF0000 | altValue;
}
else
{

decoded.altitude = altValue;
}
decoded.hdop = bytes[8] / 10.0;
return decoded;

}

function Decoder(bytes, port) {
// Decode plain text; for testing only 
return {

RFIDreading: String.fromCharCode.apply(null, bytes)
};

}



oDATA SAP service Zwa_rfid_srv service definition

http://sapdemo/sap/opu/odata/sap/ZWA_RFID_SRV/$metadata
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oDATA SAP service GET & POST process and tables setting

method RFIDREADINGS_CREATE_ENTITY.
* RAISE EXCEPTION TYPE /iwbep/cx_mgw_not_impl_exc
* EXPORTING
* textid = /iwbep/cx_mgw_not_impl_exc=>method_not_implemented
* method = 'RFIDREADINGS_CREATE_ENTITY'.
DATA: ls_zwa_rfid TYPE zwatb_rfid.
io_data_provider->read_entry_data( IMPORTING es_data = er_entity ).
MOVE-CORRESPONDING er_entity TO ls_zwa_rfid.
INSERT zwatb_rfid FROM ls_zwa_rfid.
endmethod.

method RFIDREADINGS_GET_ENTITYSET.
* RAISE EXCEPTION TYPE /iwbep/cx_mgw_not_impl_exc
* EXPORTING
* textid = /iwbep/cx_mgw_not_impl_exc=>method_not_implemented
* method = 'RFIDREADINGS_GET_ENTITYSET'.
select * from zwatb_rfid INTO CORRESPONDING FIELDS OF TABLE et_entityset.
endmethod.

Classe ZCL_ZWA_RFID_DPC

Data Table
ZWATB_RFID

Only few lines of code are needed to implement a simple Web Service with oData !
method DATICATASTALIHSE_GET_ENTITY.
DATA : ls_key_tab LIKE LINE OF it_key_tab,

ls_zwa_catastalih type zwa_catastalih,
lv_vstelle TYPE zwa_catastalih-vstelle.

READ TABLE it_key_tab INTO ls_key_tab
WITH KEY name = 'Vstelle'. " Case sensitive
IF sy-subrc EQ 0.

lv_vstelle = ls_key_tab-value.
ENDIF.
select single * from zwa_catastalih INTO CORRESPONDING FIELDS OF er_entity

where vstelle eq lv_vstelle.
endmethod.
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Node-Red data mining from TTN Application Server and Get & Post call.

Node-Red adapter is easily configurable and enables:
• instant check of sent and received data 
• data conversion, when required. 
• In order to post to SAP a CSRF and token exchange is 

needed upfront
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oDATA SAP service execution results
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API key generation for IBM IoT secured communication

Each sensor logged on IBM 
IoT has an authentication 
token so that we can 
monitor every login to the 
permitted applications on 
IBM IoT.

An API key will be 
generated to login on IBM 
IoT.



Node-red sketch for sensor data sending to IBM IOT Dashboard

IBM IoT nodes can be added to the node-red sketch. 

It is easily possible to retrieve or send data from/to IBM IoT devices.



IBM IOT Device Analytics

Incoming data to IBM IoT are displayed immediately in the IoT Dashboard.
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