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LoRaWAN™ Network Structure
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LoRaWAN™ Network Security

Concentrator Network Application
/Gateway Server Server

LoRaWAN™ works with two
symmetrical key types for
comunication security, these are
LoRa® RF TCP/IP SSL TCP/IP SSL unique for each LoRa device.
LoRaWAN™ LoRaWAN™ Secure Payload . .
The NwkSkey is used in order to
< AES Sainéd Pissoid > ensure message integrity from the
device to the Network server.

Application Data

0,% NwkSkey -Oﬁ

Q“ r— - LAppSkey is.used for AES-12§ end-to-
end encryption from the device to the
Application Server.

Compute Message Integrity Code using NwhkSkey %%, g

N ——

Encrypted with ﬂppskey%
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LoraWAN implementation for Waste Management

'OE

Smart Parking

Smart Lighting

EU 863-870MHz

CLK

AU 915-928MHz

AS 923MHz

Applicability:

Applicazioni LoRaWAN™

LoRaWAN™ & utilizzato in un ampio gamma di settori

h Air Pollution Monitoring o Fire Detection /ﬁ‘{ Home Security

| "i" Waste Management I m Fleet Tracking ‘ Agriculture Processing

ISM Frequency Bands

LoRaWAN™ ytilizza le bande ISM regionali e gratuite per la trasmissione dei dati

v EU 433MHz v US 902-928MHz
v CN 779-787MHz v CN 470-510MHz
v KR 920-926MHz v IN 865-869MHz

e Alerts comunication
* Status comunication
Potential applications:
* GPS and tag reading
* Massive transfer events sending
* Configurations sending to sensors/bin caps

Not applicable for:

* Bin caps black list sending
* Sensor firmware update (OTA)




Proof Of Concept

LoRaWAN™

POC Architecture ]

LoRa-RFID Devices

The Things Network

Web Service SAP oDATA
Node-Red sketch

SAP backend data reception
IBM loT integration



POC Architecture — Sending data either do IBM Bluemix or to SAP HANA

Database
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RFID sensors used for the POC

RFID reader
RC522

TAG RFID

Pin Mapping For LoRa
/_\\ LoRa Chip RESET <--> Arduino DO |

LoRa Chip DIOO <> Arduino D2 |

LoRa Chip DIOS <--» Arduino D8
LoRa Chip DIO2 <-> Arduino D7
LoRa Chip DIO1 <--> Arduino DG

Lora Shield with

[ Resistor from left to right

R9_[00hm, Loaded by default |If loaded, LoRa CS <--> Arduino D10
R10 |0ohm, No Load by default |If loaded, LoRa CS <--> Arduino DS
SX 1 2 78 868 M hz R11 |0ohm, No Load by default |if loaded, LoRa €S <--> Arduino D4
& Jumper On Right (default]
o
module N
12
&%
: 2 iy
3 2 1

IOREF

© DR M e B
LA & 1 1~ g
DIGITAL (PWM-) E &

.

LORA-RFID final reader

(Mote)
Arduino UNO

Basic module




LORA + RFID control firmware

Pull requests 0 Projects 0 Wiki Insights Settin

Branch: master~  LORA_RFID / RFID_reader LORA final.ino

Marco Moschella This repository contains an Arduino Sketch that combines RFID with LORA

0 contributors

311 lines (281 sloc) 11 KB

5 D3 RESET/ 5 S
1 D1e 1
11 / ICsP-4 D11 ICs 1
12 C D1 &
C C 13 D13 ICSP 1

The control firmware works with these libraries:
- RFID reader library

- LMIC radiofrequency library

- Serial port SPI control library

The following parameters are manually set in the
firmware (Activation by Personalization, i.e. ABP):
« NWKSKEY[16] = server key
 APPSKEY[16] = application key
« DEVADDRI[8] =device ID

These keys are used in order to send the message to
the Network Server by LORA Gateway, which is at
long distance from the device and is connected to the
network (internet).




Gateway type 1: LORA with DRAGINO LGO01

We used a DRAGINO LGO1
Gateway that allows to:
] * receive radiofrequency signlals
from the sensors
| e send them over the internet by
wr= a Wireless or RJ45 connection
near the Gateway .

Y
e |
il |
(]
<
[y |

An ATMega328P processor is
LGO1 System Overview: integrated in the Gateway, a
SinglePacketForward firmaware is
installed on this processor by a
connection with Arduino Software.

Dragino HE Linux Module

micro-controller CPU 400M Mips CPU
ATMega328P DDR: 64MB

Flash:16MB

SPI

USB Hub
Lora Wireless



Gateway type 2: LORA with Rasberry Pi model 3B and RFM95W transceiver

» We used a Rasberry Pi Model 3B connected to a SX1278
7T '\ SX1276 Lora Wireless Transceiver, 100mW RFM95W

Download the Single Packet Channel Forward software
from the following website:

Then install the software using the «make» function
and run it on the RaspBerry Pl as follows.

single chan pkt“fwd
./single_chan_pkt

Ga 3 F B:27:eb:

Listening at SF7 on 868.

stat update: {"stat":{"time":"2019-12-28 13:58:15 GMT","1ati":41.91512, o I
. 44185, "alti": i -3 - : ey

: "Single CI

h RMF95"1}}




Gateway type 3: LORA with Wemos D1 and RFM95W transceiver

We used a Wemos D1 connected to D1 RFM shield (that includes
SX1276 Lora Wireless Transceiver, 100mW RFM95W).

Download the Single Packet Channel Forward software from the

following website:

ESP-1ch-Gateway

V308 07:06-05D0 AR RST

V.GNDO D4 D3 D2 D1 RX TX

D1 RFM Shield,
« D8 AB3VZGNDGNDSY D3 04
[(IXXXXIL)

@dlycon Home Shop News My Account _VS-O_maSter
C
Thank you. Your order has been received os
&s
Order details
PRODUCT TOTAL
4 €15,80
SUBTOTAL: €15,80
SHIPPING: €3,00 via Without Tracking
PAYMENT METHOD: PayPal
TOTAL: €18,80



Gateway LORA with Rasberry Pi model 3B and RFM95W
transceiver — connection details

® JDi02 Q GND 0‘
@ JDIO1 o < MISO. O'

GPI014
GPIO15
GPIO18

GPIO27

GPIO22 15 16 GPIO23

KL 17 18 GPI024
crPio10 19 20 N
GPIO9 21 22 GPIO25
GPIO11 23 24 GPIO8

26 GPIO7
DNC 27 28 DNC

GPIO5 29 30

GPIO6 31 32 GPIO12

crio13 33 34 [N
GPIO19 35 36 GPIO16 m Rpi descr. m

GPIO26 37 38 GPIO20

39 40 GPIO21 3.3V 3.3V
6 GND GND
7 GPIO4 DIOO
11 GPIO17 RESET
Pino Médulo LoRa Pino Arduino
sk o13 19 GPIO10 MOSI
i i | 21 GPIO09 MISO
MOSI 011
= = 22 GPIO25 NSS
o) D4 23 GPIO11 SCK
MEESET 0

ANA (antenna 8,6cm)
GND (antenna 8,6cm)
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The Things Network Manifest

Everything that carries power will be connected to Internet eventually.

Controlling the network that makes this possible means controlling the world. We believe that this power should not be
restricted to a few people, companies or nations. Instead this should be distributed over as many people as possible
without the possibility to be taken away by anyone. We therefore founded "The Things Network".

The Things Network is an open source, free initiative with the following properties:

¢ [t connects sensors and actuators, called "Things", with transceivers called "Things Gateways" to servers called "Things
Access”.

¢ The first connection is "Over The Air", the second is "Over The Net". The distributed implementation of these concepts is
called "The Things Network".

e Anyone shall be free to set up "Things" and connect to "Things Gateways" that may or may not be their own.

¢ Anyone shall be free to set up "Things Gateways" and connect to "Things Access" that may or may not be their own. Their
"Things Gateways" will give access to all "Things” in a net neutral manner, limited by the maximum available capacity
alone.

* Anyone shall be free to set up "Things Access” and allow anonymous connections from the Internet. Their "Things Access”
will give access to all "Things Gateways"” in a net neutral manner, limited by the maximum available capacity alone.
Furthermore their "Things Access" will allow connection of other "Things Access” servers for the distribution of data.

e The "Over The Air" and "Over The Net" networks shall be protocol agnostic, as long as these protocols are not proprietary,
open source and free of rights.

e Anyone who perpetrates a "Things Access” or a "Things Gateway" will do so free of charge for all connecting devices and
servers.

¢ Anyone making use of the network is allowed to do so for any reason or cause, possibly limited by local law, fully at own
risk and realizing that services are provided "as is" and may be terminated for any reason at any moment. The use may be
open for anybody, limited to customers, commercial, not-for-profit, or in any other fashion. "The Things Network"
providers will not pose restrictions upon its users.

We invite you to sign this Manifesto, and uphold its principles to the best of your abilities.



Signal reception on TheThingsNetwork

& C 1 @ httpsy//console.thethingsnetwork.org Th LO RA G y Id b I gg d
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. .
Al 1S coNsoLE e wooe o ON TTN @and it is shown on the map.
- Data traffic addressed by the
Hi, Landsat7!
Welcome to The Things Network Console. Gateway to eve ry Visible Sensor is
This is where the magic happens. Here you can work with your data. Register applications, devices and gateways, manage your integrations,
collaborators and settings.
shown on TTN.
()]
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TTN payload decoding function for GPS node and RFID node

function Decoder(bytes, port) {
/I Decode an uplink message from a buffer
/I (array) of bytes to an object of fields.
var decoded = {};
/I if (port === 1) decoded.led = bytes|[0];
decoded.latitude = ((bytes[0]<<16)>>>0) + ((bytes[1]<<8)>>>0) + bytes[2];
decoded.latitude = (decoded.latitude / 16777215.0 * 180) - 90;
decoded.longitude = ((bytes[3]<<16)>>>0) + ((bytes[4]<<8)>>>0) + bytes[5];
decoded.longitude = (decoded.longitude / 16777215.0 * 360) - 180;
var altValue = ((bytes[6]<<8)>>>0) + bytes[7];
var sign = bytes[6] & (1 << 7);
if(sign)
{
decoded.altitude = OXFFFFO0O0O | altValue;

}

else

{

decoded.altitude = altValue;
}
decoded.hdop = bytes[8]/ 10.0;
return decoded;

function Decoder(bytes, port) {

/I Decode plain text; for testing only

return {

RFIDreading: String.fromCharCode.apply(null, bytes)
2
}



oDATA SAP service Zwa_rfid_srv service definition

BHE 8Do0 PR 0
SAP Gateway Service Builder

s R IRE [ ®[@[7]C=E][A[F] =] [@[%]5] [@nvet @[] [Sidentca |
Properties
b
& gfg;giigmtmm Name Is Key|Edm Core Type |Prec. [Scale |Max_|Unit Prop. Creat_|Updat [Sorta_[Nulab_| Fit. [Label La_|Comp. Type |ABAP Field Name |AB |Semantics
e Tir ¥ |edmDateTme [0 |0 |0 oD|lolololo x ZRECEPTION.T, [ &
< SlEntity Types = D ¥ |Edm.String 0 0 25 0 ] ] O [} T | ZTRANSPONDE
~ @3 RFIDreadings Table VehickeID ¥ |Edm.String 0 0 |18 Oololololo & ZVEHIQEID |
< €3 Properties RFIDcard []  |Edm.String 0 0 25 O O ] ] O 2. |ZCARD_ID
= RECavedOt | |RFIDateude O [EdmDecmal (15 |12 o olololo T ZGEOPOS_IATI [
i V;“"CS‘SI"S 2 RFIDlongtude O |EdmDecmal |15 |12 |0 Olo| o]l o T ZGEOPOS_LON
a RFIDCcard RFIDtmestamp | [] |Edm.DateTme [0 [0 [0 Olololo T ZGEOPOS_TIME | &
o RFIDlatitude
a RFIDlongitude
o RFIDtimestamp
(I Navigation Properties
[ Associtions. - .
D Entiy Sets ¥ <edmx:Edmx xmlns:edmx="http://schemas.microsoft.com/ado/28¢

(I Service Implementation
b CJRuntime Artifacts

e T S ¥ <edmx:DataServices m:DataServiceVersion="2.0">
¥ <S5chema xmlns="http://schemas.microsoft.com/ado/2008/69
¥ <EntityType Mame="RFIDreadings" sap:content-version="
¥ <Key>
{PropertyRef Name="TimestampReceivedData™/>
{PropertyRef Name="TransponderID"/>
<PropertyRef Name="VehicleID"/>

R -
EIEE] <PropertyRef Name="RFIDcard"/>
Messages
< @ Runti biects for ct ZWA_RFID' ited fully

1 Mol Provier Base Cass 2C_7WA_RFID_MPC. genersted suctessfuly <fKey>

@ Data Provider Base Class ZCL_ZWA_RFID_DPC d ful 3 2
O e e e ey <{Property Name="TimestampReceivedData" Type="Edm.Dal

@ Data provider base dass ZCL_ZWA_RFID_DPC implemented successfully za p . 'Fi 1 t ara b 1 a= " fa ls e " / )
<Property Name="TransponderID" Type="Edm.S5tring" Nu.
sap:Tilterable="false"/>
{Property Name="VehicleID" Type="Edm.String" Nullab:
sap:filterable="false"/>
<Property Name="RFIDcard" Type="Edm.5tring" Nullabl:
sap:fTilterable="false"/>
{Property Name="RFIDlatitude" Type="Edm.Decimal" MNu:
{Property Name="RFIDlongitude" Type="Edm.Decimal" N
<Property Name="RFIDtimestamp" Type="Edm.DateTime" I
</EntityType>
¥<EntityContainer Name="ZWA RFID SRV _Entities" m:IsDef
<EntitySet Name="RFIDreadings" EntityType="ZWA RFID_
filter="true" sap:content-version="1"/>
</EntityContainer>
<atom:link xmlns:atom="http://www.w3.org/2005/Atom" r
<atom:link xmlns:atom="http://www.w3.0org/2865/Atom" r
</Schema>
</edmx:DataServices>
< /edmsx: Edmx>
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oDATA SAP service GET & POST process and tables setting

Classe ZCL_ZWA RFID_DPC

method RFIDREADINGS_ CREATE ENTITY.
* RAISE EXCEPTION TYPE /iwbep/cx mgw not impl exc

* EXPORTING
* textid = /iwbep/cx mgw not impl exc=>method not implemented
* method = 'RFIDREADINGS CREATE ENTITY'.

DATA: 1ls zwa rfid TYPE zwatb rfid.

io _data provider->read entry data( IMPORTING es data = er entity ).
MOVE-CORRESPONDING er entity TO ls zwa rfid.

INSERT zwatb rfid FROM ls zwa rfid.

endmethod.

method RFIDREADINGS GET ENTITYSET.
* RAISE EXCEPTION TYPE /iwbep/cx mgw not impl exc

* EXPORTING
* textid = /iwbep/cx mgw not impl exc=>method not implemented
* method = 'RFIDREADINGS_GET_ENTITYSET’.

select * from zwatb rfid INTO CORRESPONDING FIELDS OF TABLE et entityset.
endmethod.

@ | 2

Class Builder: Classe ZCL._ZWA RFID DPC Mod,
180 SHE nuon FEi

Class Builder: Classe ZCL_ZWA_RFID DPC Mod.
- PHHE | a0 e S E2DH | & &@ Modelo | Pretty

| %Repostory Browser

| Classefinterface v
ZCL_ZWA_RFID_DPC

= al= all=]a i)l ]E ] al

oy

MNome oggetto
= S ZCL_ZWA_RFID_DPC
P Classe sup.
I (] Sottod.
I 3 Interfaces
b (O Attributy
= 31 Metodi
b O Metodi ereditati
b CJ Ridefinizioni
b I /IWBEP/IF_SB_DPC_COMM_SERVICES
O RFIDREADINGS_CREATE_ENTITY
4 RFIDREADIMNGS_DELETE_ENTITY
& RFIDREADINGS_GET_ENTITY
& REIDREADINGS_GET_ENTITYSET
4 RFIDREADINGS_UPDATE_ENTITY
b Tipi

Only few lines of code are needed to implement a simple Web Service with oData !

method DATICATASTALIHSE_GET_ENTITY.

DATA : Is_key_tab LIKE LINE OF it_key_tab,
Is_zwa_catastalih type zwa_catastalih,
Iv_vstelle TYPE zwa_catastalih-vstelle.

READ TABLE it_key tab INTO Is_key tab
WITH KEY name = 'Vstelle'. " Case sensitive
IF sy-subrc EQ 0.
Iv_vstelle =Is_key tab-value.
ENDIF.
select single * from zwa_catastalih INTO CORRESPONDING FIELDS OF er_entity
where vstelle eq Iv_vstelle.
endmethod.

i ERRREY
MDD

HEOR

WEEIEN R BN MDA N SR

Descrzione
Data Provider Ba:.

DPC Common 5e!
Related EntitySet |
Refated EntitySet
Related EntitySet
Related EntitySet
Related EnttySet

Data Table
ZWATB_RFID
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Node-Red data mining from TTN Application Server and Get & Post call.

- Node-Red adapter is easily configurable and enables:

p . .
R * instant check of sent and received data
= .,/ g o (i » data conversion, when required.
G [« ] 3 v
[ - |

. i * |In order to post to SAP a CSRF and token exchange is
needed upfront

Q TTN>SAP oDATA TTN>SAP MQTT Flow 1

- ¥ debug R
~ input Y current flow i

. TTN input from moschella-app2 | —~f—— json L | airtime: 92416000 -
inject ] @ connecied \H__ - —+ ‘

J the TTN message = coding rate: "4/5"
catech - b gateways: array[1]

Set global varables

status bject

\ v object
link

v 4. obioct

request CSRF token fo SAP
it o TimestampReceivedData: "2018-16-12T19:31:46"
TransponderID: "moschella-device5"
{ VehicleID:
http : Gall GET to SAP Gateway =

"SF7BW125"

B RFIDcard: "“95b36867"
websocket (0 RFIDtimestamp: "2018-10-12T19:31:46"
L Set foken and cookie in msg.headers _— to be posted {0 SAP = 2110
- \ Object

node” Result final (XML)
tep

udp

¥ object

Call POST to SAP Gateway [ xmi

topic: "moschella-app2/devices/moschella-device5/up"
~ output

» payload: object

gos: @
= P = retain: false

_msgid: "74eb®49c.6e2ebc”
link ¥ headers: object
statusCode: 201
magtt responselrl:
"http://9.137.251.96:8018/sap/opu/odata/sap/ZWA_RFID_SR
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Set loken and cooikle in msg.headers

A

; |¢@-QMH'%&5E§*\I@_

e
C[',_—(;PDSTEO SAP Gateway ]I— |

oDATA SAP service execution results

1211042018, 21:31:54 node: to be posted to SAP

moschella-app2/d

*object
*d: object

TimestampReceivedData:
TransponderID:
VehicleID:
RFIDcard:

RFIDtimestamp:

"SF7BW125"
"95b36867"

"2018-16-12719:31:46"

evicesimoschella-devices/up - msg.payload : Object

"moschella-device5"

"2018-10-12T19:31:46"

Data Browser: tabella ZWATB_RFID 23 hit
wEavERRom
Tabella: ZWARTB_RFID

Colonne iniziali fisse: |

tn

Lar. lista 0250

R 1p

avesICLE ID

z

BB _

ST

Campi visualizz.: 8 Da 8
110 20.181.012.182.029
110 202381 012182029
110 20.181.012.182.230
iio 20.181.012.183.050
110 20.181.012.183.052
iio 20.1681.012.18683.054
110 20.181.012_.183_312
110 20.181.012.183.334
110 20.181.012.183.902
0110 20.161.012.1683.952
0110 20.181.012.191.619
0110 20.181.012.191.625
110 2080 0125101 A
110 P 0 b D 0 b e L B B s .
110 20.181.012.192_244
110 209871 012192302
110 20.181.012.192.441
110 20.181.012.192.446
110 20.181.012_192_456
110 20.181.012.192_504
110 2NN Sl SR
110 20.181 012192 _547
110 20.181 _012_193_146

TRANSEONDER1O00

moschella-device5
moschella—device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5
moschella—-device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5
moschella-device5

CSL400

SFTBW125
SF7BW1Z5
SFT7BW1Z25
SF7BW125
SF7BW125
SF7BW125
SF7BW125
SF1BW125
SF1BW125
SF1BW125
SF1BW125
SF1BW125
SFTBW125
SFTBW125
SFTBW125
SF7BW125
SFTBW125
SFTBW125
SF7BW125
SF7BW125
SF7BW125
SF7BW125

38d52b5#%
838d52b5
838d52b5
efdbSe24d
3098d0e4
3098d0e4
257125d9
257125d9
3098d0e4
25712549
95b36867
95b36867
3098d0e4
95b36867
95b36867
3098d0e4
3098d0e4
95b36867
3098d0e4
95b36867
3098d0e4
95b36867
95b36867

0,000000000000
0,000000000000
0, 000000000000
0,000000000000
0,000000000000
0,000000000000
0, 000000000000
0, 000000000000
0,000000000000
0,000000000000
0,000000000000
0,000000000000
0,000000000000
0,000000000000
0, 000000000000
0,000000000000
0,000000000000
0,000000000000
0,000000000000
0,000000000000
0,000000000000
0,000000000000
0, 000000000000

0,000000000000 |20

0,000000000000 |20
0,000000000000

0,000000000000 (20.
0,000000000000 |20.
0,000000000000 |20.
0,000000000000 |20.
0,000000000000 |20.
0,000000000000 |20.
0,000000000000 |20.
0,000000000000 |20.
0,000000000000 [20.
0,000000000000 |20.
0,000000000000 [20.
0,000000000000 |20.
0,000000000000 |20.
0,000000000000 |(20.
0,000000000000 |[20.
0,000000000000 |(20.
0,000000000000 |(20.
0,000000000000 |20.

s181.
0,000000000000 |(20.
0,000000000000 |(20.
-181.

181.
181

181.
181.
181.
181.
181.
181.
181.
181.
aEishl
181 .
181.
181.
181.
181.
181.
181.
181.
181
181.

01z.
01z.
0iz.
01z.

01z

01z.
01z.
01z.
012.
01z.
01z2.
01z.
OT2
01z.
01z.
01z.
01z.
01z.
01z.
0iz.
0liz.
01z.
01z.

Q7L
182.
182.
183.
183.
1683.
183.
183.
183.
183.
1504
abEhEE
aLEhL
Ak labe
ALl
192.
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Proof Of Concept

LoRaWAN™

POC Architecture

LoRa-RFID Devices

The Things Network

Web Service SAP oDATA
Node-Red sketch

SAP backend data reception

IBM loT integration }




API key generation for IBM loT secured communication

Credenziali dispositivo Each sensor logged on IBM
Il dispositivo & stato registrato nell'organizzazione. Aggiungere queste credenziali al dispositivo per collegarlo alla I OT h a S a n a Ut h e nt i Cat i O n

piattaforma. Una volta connesso il dispositivo, & possibile navigare per visualizzare i dettagli di connessione e degli

eventi.

token so that we can
monitor every login to the
Dby sl permitted applications on

Tipo di dispositivo loranode I B M I T
ID dispositivo lora_devicel O °
Metodo di

s use-token-auth
autenticazione

Token di autenticazione  wiN((*SL_23-maoP6g

Itoken di autenticazione non sono ripristinabili. Se si smarrisce il token, sara necessario registrare nuovamente il dispositivo per generare
un nuovo token di autenticazione.

IBM Watson IoT Platform

tee Sfoglia  App IBM Cloud

An APl key will be #
generated to login on IBM

La chiave API e stata aggiunta.

o
o0
IOT I token di autenticazione non sono ripristinabili. Se si smarrisce il token, sara necessaria registrare nuovamente la
° A chiave API per generare un nuovo taken di autenticazione.
Dettagli generati Informazioni chiave API
'J'r Chiave APT a-rhi7wb-x|jf2rbt56 lé Descrizione Chiave API per applicazioni TTN
= Token diautenticazione  GediaKcntS!éy-HHS] [F Rualo Applicazione dispositivo

Scadenza Mai

@ Prendere nota del token di autenticazione generato. I
token di autenticazione perduti non possono essere
@ A recuperati. Se si perde il token, & necessario
registrare nuovamente I'API per generare un nuovo
® token.



Node-red sketch for sensor data sending to IBM IOT Dashboard

=<, Node-RED

Q TTN>SAP oDATA TTN>SAP MQTT Test to SAP MQTT TTN>IBM loT + ¥ debug
-
udp
. TTN real input 15 2:43 node: 869eb504 fd7b38
ms
@ connected
v output v abject
app_id: "moschella-appl”
i = disv3ds “GoschelTa dey ey
a debug |k£é ev_id: "moschella-device3
= . . hardware_serial: "@@C6FDC1FCEFZA99"
Simulation
link port: 1
counter: 22
matt payload raw: "uSy/iNjxAHUU"
[ T ¥ payload_fields: object
http response ”
= ! myTestValue: "3ab4m251"
v metadata: object
(1 websocket morRCEEs Jeet

time: "2018-18-B7T18:82:51.8191931827"
tep frequency: 868108000
modulation: "LORA"

udp

data_rate: "SF7BW125"

airtime: 56576008

coding rate: "4/5"

IBM loT nodes can be added to the node-red sketch.

It is easily possible to retrieve or send data from/to IBM loT devices.



IBM IOT Device Analytics

< Analisi incentrata sul dispositivo

@ Dispositivi a cui si presta attenzione {ﬁ} Proprieta del dispositivo wee

Nome dispositivo
lora devicel

1D dispositivo ¢ Tipo di dispositivo e

O + Aggiungi nuova scheda ¢ Impostazioni

@ Tutte le proprieta del disp... ==»

Nome dispositivo
lora devicel

112233445566 Android dev_id
moschella-device3

beltl iot-conveyor-belt payload_fields.myTestvalue

3ab4m?25l1

lora_devicel loranode

metadata. modulation

LORA

metadata.time

2018-10-07T7T18:02:51.8191931027

payload_fields.myTestValue
3ab4dm25l

payload_raw

uby/iNjxAHUU

port

1

Incoming data to IBM loT are displayed immediately in the loT Dashboard.
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